MHO®OPMALIMOHHAA NAMATKA
AnsA ObBYYAKLWNXCA AnA PASMELLEHUA
HA O®OULINATIbHBIX MUHTEPHET-PECYPCAX

C kaxgblM rogoM MOJSIOAEXW B MHTEPHETE CTaHOBUTbCA Oonblue, a LWKOMbHUKA OOHW M3 CaMblX
aKTMBHbIX nonb3osaternen PyHeta. Mexagy Tem, NMOMUMO OrpoOMHOIO KOnM4yecTBa BO3MOXHOCTEWN,
MHTEPHET HECET M Npobnemsbl. OTa namMsaTka AOMmKHa NoModb Tebe 6e3onacHO HaXoaAUTLCS B CETH.

KomMnbloTepHble BUPYCHI

KOMMNblOTEPHBIN  BUMPYC - 3TO Pa3HOBMAHOCTb  KOMMBLIOTEPHbLIX MPOrpamMm, OTIIMYUTENBHOM
0COBEHHOCTbIO KOTOPOI SIBNSIETCS CMOCOBGHOCTb K pa3MHOXeHW0. B gononHeHve Kk 3ToMy, BUPYChI
MOryT MOBPEAUTb WM MOMHOCTbI  YHUMTOXUTL BCce (pavnbl M JaHHble, MOAKOHTPOSIbHbIE
Nonb3oBaTento, OT MMEHU KOTOPOro Obina 3anylieHa 3apakeHHas nporpaMma, a Takke NnoBpeauTb
WM OaXe YHUYTOXUTb OMEpPauMOHHYH CUCTEMY CO Bcemu dainnamu B uenom. B GonblumHcTBE
Cry4aeB pacnpoCTPaHSItOTCS BUPYChl Yepe3 MHTEPHET.

MeToabl 3aLmTbl OT BP€AOHOCHLIX NPOrpamMM:

1. Ncnonb3yn COBpEeMEHHbIE ONepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbI YPOBEHb 3aLUUTbl OT
BPEOOHOCHbIX NPOrpamMm;

2. T[locTtosiHHO ycTaHaBnuBam NayTu  (UndpoBble  3annaTtkM, KOTOpble  aBTOMAaTU4YECKM
yCTaHaBMMBAKTCA C Lenbko AopaboTku nporpammbl) U apyrme oBHOBMEHUSI CBOEW onepaunoHHOM
cuctembl. CkaumBam Mx TonbKo ¢ odmumansHoro canTa paspabotyunka OC. Ecnu cyLLecTBYET pexnm
aBTOMAaTU4EeCKOro 0GHOBIEHUS, BKITHOUN €r0;

3. PaGotan Ha cBoem KOoMMbkOTEpE NoA npaBaMy MONb30BaTens, a He agMuMHUCTpaTopa. ATO He
No3BONUT GOMbLUMHCTBY BPEOOHOCHbLIX MPOrpaMM MHCTaNMpoBaTbCA Ha TBOEM MEepPCOHANIbHOM
KOMMbIOTEPE;

4. Wcnonb3ym aHTUBMPYCHble MporpamMMHble MNPOAYyKTbl  U3BECTHbIX Npou3sBoguTtenen, c
aBTOMaTmyecknm obHoBneHnem 6as;

5. OrpaHnyb huramyecknin 4OCTyn K KOMMbOTEPY ANst MOCTOPOHHMX NNLL;

6. Vicnonb3yn BHeLWHWE HOCUTENWN MHOPMaLLMK, Takne Kak dneLuka, AUCK unm dann n3 MHTepHeTa,
TOIMbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpblBan KOMMNbIOTEPHbIE pawnrbl, NOSIyMEHHblE U3 HEHaOEeXHbIX WUCTOYHUKOB. [axe Te
pannbl, KOTOpbIe Npucnan TBOM 3HAKOMbIN. Jlydlle yTOYHM y Hero, oTnpasnsn v oH Tebe nx.

Cetu WI-FI

Wi-Fi - aT0 He BuA nepegaym OaHHbIX, HE TEXHOMNOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepraHackas — KomnaHusa  3apeructpupoBana  6peHg  "WECA", 4to o6osHavano
cnoBocoyeTaHue "Wireless Fidelity", koTopbin nepeBoguTcs Kak "d6ecnpoBogHas TOMHOCTL".

[o Hawero BpeMeHn gowna gpyras abbpesmartypa, Kotopasi ABNAETCA TakoM e TeXHONornen. Jto
abbpesunartypa "Wi-Fi". Takoe HasBaHue OblNo OaHO C HAMEKOM Ha CTaHAApT BbICLUEN 3BYKOBOW
TexHuku Hi-Fi, 4To B nepeBoae 03HavaeT "BblCOKad TOYHOCTbL".

Ha, 6GecnnatHbii WHTEPHET-OOCTYN B Kade, OTendx W asponoprax SABMASETCH OT/IMYHOMU
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepTbl cumTatoT, Yto obwenoctynHble Wi-Fi cetn
He aBnATCA 6e30nacHbIMU.

Cosertbl No 6e3onacHocTM paboTbl B 06LenoctynHbix ceTax Wi-fi:

1. He nepenaBan cBOK NUYHYKO MHpopMaumo Yyepes obwenoctynHble Wi-Fi cetn. Pabotas B Hux,
XenaTtenbHO He BBOAUTb MNaponv AOCTyna, NOMMHbI U Kakue-To HOMepa;

2. Ncnonb3yn n 06HOBNAN aHTUBMPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl 06e3onacuLlb
ceba OT 3aKkayvku BMpyca Ha TBOe YCTPOMNCTBO;

3. Mpwn ncnonb3oBaHmm Wi-Fi otkntoun pyHkuymio "O6wmin goctyn Kk dpannam mn npuHtepam”. [JaHHas
PYHKUMA 3aKpbiTa NO YMOMYaHUIO, OOHAKO HEKOTOpble Monb3oBaTenn akTUBMUPYIOT ee Ans yaobcTea
Mcnonb3oBaHus B pabote nnu yvebe;



4. He wucnonb3yn nybnuuHein WI-FI ana nepegaun nu4yHbIX AaHHbIX, HanpuMmep Ans Bbixoda B
couunarnbHble CETU UMW B 3NEKTPOHHYIO NOYTY;

5. Ncnonb3yn TonbKko 3alumiieHHoe coeauHeHue vepe3 HTTPS, a He HTTP, T.e. npu Habope BeO-
agpeca BBoau nmeHHo "https://;

6. B mobunbHoM TenedoHe oTkmnoumn dyHkumio "Mogknodenne k Wi-Fi aBTomaTtuuyeckn". He
Aonyckan aBToMaTtu4ecKoro nogknoveHmns ycrtporctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble cetu

CouuanbHble CETU aKTUBHO BXOAAT B HALLY KMU3Hb, MHOMME Noan paboTatoT M XKUBYT TaM NMOCTOSIHHO,
a B Facebook yxe 3sapernctpupoBaH Munnuapg YerioBek, 4YTo SABMAAETCS OOHOM CeabMOW BCeEX
Xutenen nnaHetbl. MHOrMe nonb3oBaTeny He MOHMMAIT, YTO MHOPMaUUs, pa3MeLleHHass MU B
coumanbHbIX CETAX, MOXeT ObiTb HamgeHa W UCnonb3oBaHa KEM YrogHo, B TOM 4ucCrie He
obsi3atenbHO ¢ GnarMMm HamepeHNaIMN.

OcHOBHble COBETbI N0 6€30MacHOCTN B coLManbHbIX CETAX:
1. OrpaHuyb cnncok apysen. Y 1ebda B Apy3bax HE AOMKHO ObiTb ClyYanHbIX U HE3HAKOMbIX JTHOAEN;

2. 3awmwan CBOK YacTHYK XM3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, gaTy TBOEro
POXOEHUST W APYryl0 §nuU4YHyl0 MHGopmaumio. 3MOYMbIWMNEHHUKM MOTyT WCMOMb30BaTh Aae
NHOPMaLNIO O TOM, KaK Tbl M TBOU POAMUTESNM MiaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awmuiai cBol penyTauuio - AEpPXU ee B YACTOTe U 3aaaBalt cebe Bonpoc: xoten Gbl Tbl, YTOObI
Apyrue nornb3oBaTtenu BUAenu, Yto Tbl 3arpyxaewb? MNoaymaii, npexae Yem YTo-To onybnukosaThb,
HanucaTb U 3arpy3unTb;

4. Ecnn Tbl roBopuilb C NMiOAbMU, KOTOPbIX HE 3HAeEllb, He VICI'IOJ'Ib3yl7I CBO€ pealribHoe nmMma U apyryro
JINYHYIO MHopMaLNK: UMS1, MECTO XUTENbCTBA, MECTO yqe6b| N ripo4yee,

5. N3beran pasmelyeHusn gotorpacdum B MHTepHeTe, rae Tbl n3obpaxeH Ha MECTHOCTU, MO KOTOPOWN
MOXXHO OonpeaenTb TBOE MECTOMOOXEHNE;

6. Mpu perucTpaumm B coumanbHoOM CETU HEOBXOAMMO MCMONb30BaTh CIOXHbLIE Maponu, cocTosimne
13 BYKB 1 LUMpP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumnanbHOM CeTWU, NOYTbl U APYrMX CamToB HEOOXOAMMO WMCMNONb30BaTb pPasHblie Maposw.
Torga ecnu Tebsi B3NoMatoT, TO 3M0YMbILUNEHHMKN NofyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO
BCe cpaay.

aﬂeKTpOHHble OEHbIN

OnNEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOoOHbLIN cnocob nnaTexen, OAHaAKO CYLLECTBYHT MOLUEHHUKHN,
KOTOpbIE XOTAT MNOMYYUTb 3TN AEHbIN.

SﬂeKTpOHHbIe OEeHbIn noAaBuIiCb coBCceM HeaaBHO N MMEHHO MU3-3a 3TON0 BO MHOIMMX rocygapcrBax
0O CUX NMop He NponmcaHo nNpo HMUX B 3aKOHax.

B Poccun e OHM (PYHKUMOHMPYIT M O HUX YXEe MpOonMcaHo B 3akOHe, rae WX pasfensitoT Ha
HECKOJTbKO BUAOB - aHOHMMHbIE U HE aHOHMMHble. PasHuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcsa NpoBoauTb onepaumm 6e3 naeHTudukaumum nonb3oBaTens, a B HEaHOHNUMHbIX
naeHTndrkaums nonb3oBartens ABnseTcsa 0bs3aTenbHON.

Takke cnenyet pasnnyaTtb 3J1EeKTPOHHbIE CbVIaTHbIe OEHbIn (paBHbI rocyaapCTBEHHbIM BaJ'I}OTaM) "
ANEKTPOHHbIE HedmnaTHbIE AEHbMN (He paBHbl rocyaapCTBEHHbIM BaJ'IIOTaM).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHLIMU AEHbIAMM:

1. MNpuBSXKM K cHETY MOBUIBbHBIN TenedOoH. ATO cambi YAOOHbIN 1 BbICTPLIM CNOCOO BOCCTAHOBUTL
aoctyn K cyeTy. NMpuBasaHHbIM TenedoH NOMOXET, ecnu 3abyaellb CBOW NMATEXHbIM Naposib Unu
3angellb Ha canuT C HE3HAKOMOrO YCTPOUCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha yCcuneHHyt aBTopu3auuio Tebe yxe He
OyaeT yrpoxartb OMacHOCTb KpaXkv Unv nepexeara ninaTtexHoro Nnapons;

3. Bbibepu cnoxHbin naponb. [lpecTynHukam Oyger He npocTo yragaTb CrOXHbBbIA Naporb.
HapgexHble maponu - 3TO Maponu, KOTopble codepXaT He MeHee 8 3HaAKOB WM BKNOYalT B cebs
CTPOYHbIE N NPOMUCHBbIE BYKBbI, LNMPLI 1 HECKONBKO CUMBOSIOB, TakMe Kak 3HaK gonnapa, gyHTa,
BOCKNuLaTernbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;



4. He BBOOW CBOW NNYHblE JaHHble Ha caunTax, KOTOPbIM HE JOBEepAELlb.
SﬂeKTpOHHaFI noyTta

OnNeKTPOHHasA noYta - 9T0 TEXHONOrMA U NpeaocTaBnsemMble el YCnyru no nepecobIfnike U nonyvyeHuto
3NEKTPOHHbIX COOBLLEHWI, KOTOPbIe pacnpedenstoTcs B KOMMbOTEPHON ceTu. OBbIYHO 3NEKTPOHHbLIN
MOYTOBLIN ALLMK BbIMMAAUT criegyowmm obpasoM: MMs_nonb3oBaTtensa@ums_aomMeHa. Takke Kpome
nepegayv NpocToro TekcTa, UMEeTCs BO3MOXHOCTbL nepefasaTtb annbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEKTPOHHOM NOYTON:

1. Hapo BbiBpaTb npaBuibHbIN NOYTOBLIM CepBUC. B MHTEpHETE eCTb OrpoOMHbIN BbiGOp 6ecnnaTtHbIX
MOYTOBbLIX CEPBMCOB, OOQHAKO fy4lle A0OBEPSATb TEM, KOro 3HaeLlb U KTO NepBbi B PEUTUHTE;

2. He ykasbiBa B JNUYHOW MOYTE JIMYHYKO WHpopmaumo. Hanpumep, nydwe BbiOpaThb
"My3blkanbHbIn_haHaT@" nnu "pok2013" BmecTto "tema13";

3. Wcnonb3y AByxaTarnHyl asTopu3aumio. IJTO KOrga MNOMUMO MNaposis HYXXHO BBOAUTb Kof,
npucblnaemsin no SMS;

4. Bbibepu CnoXHbI Naponb. ONa Kaxgoro MNOYTOBOro AlMKa AOMMKEeH ObiTb CBOM HaOEXHbIN,
YCTOWYMBLIV K B3ITOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb camomy CBOW NNYHbIN BOMNpPOC, VICI'IOJ'Ib3y17I 9Ty BO3MOXXHOCTb;,

6. Vcnonb3yn HecKornbKo MOYTOBbIX AWMKOB. [lepBbid AN 4YacTHOM Nepenucku C agpecaramu,
KOTOPbIM Tbl OBepsielb. OTO 3MNEKTPOHHbLIN agpec He Hago MCMOoNb3oBaTh MpU perucTpaumm Ha
dopymax n camtax;

7. He oTkpbiBan chansibl U Apyrme BNOXeHUA B MMCbMax, Aaxe eCrni OHU MPULLnu OT TBOUX LpPYy3eWn.
Jlyyuwie yTouHM Y HUX, OTNPaBASnn N oHWM Tebe aTu annsl;

8. Nocne okoH4YaHnsA paboTbl HA MOYTOBOM CEPBMCE MEPEL 3aKPbITUEM BKIALKU C CanToM He 3abyab
HaxaTb Ha "BbInTn".
KnbepObynnuHr unv BupTyansHoe 13neBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne CcoobLieHMAMU, coaepXawummy OockopbreHus, arpeccuio,
3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLBK Pa3fUYHbIX WMHTEPHET-
CEpPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynMHrom:

1. He 6pocancs B 6ou. Jlydwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY
MOXHO 0bOpaTuTbCsl, TO BHayane ycnokoutbcs. Ecnu Tbl HayHelwb OTBeYaTb OCKOpOneHMaMu Ha
ockopbreHuns, To TONbKO eLle BonblLue pasoxkellb KOH(IUKT;

2. Ynpaensau ceoen knbeppenytaumen;

3. AHOHMMHOCTb B CE€TU MHUMas. CyLLl,eCTBy}OT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHWMHbIM
adKKayHTOM,

4. He cTouT BECTU XynUraHCKun obpas BMPTyanbHOW >M3HU. VIHTepHeT umkcmpyeTr BCce TBOM
OENCTBUS U COXPaHSET UX. YOanuTb Ux ByaeT KpanHe 3aTpygHUTESbHO;

5. Cobnitogai cBol BUPTYarbHY YeCTb CMONoAy;

6. WrHopupyn eguHuyHbIG HeratmB. OpHoOpasoBble OcKopbuTenbHble CcoOOLieHUs  nydlle
nrHopmpoBatb. OObIYHO arpeccus NpekpaLLaeTcs Ha HaYanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax obMeHa MrHOBEHHBIMW COOOLLEHMSIMU, B COLMarbHbIX CETSX €CTb
BO3MOXHOCTb OMOKMPOBKN OTMNPaBKM COOOLLEHWIA C ONpPeaerneHHbIX aapecos;

8. Ecnu Tbl cBuaetenb kmbepbynnuHra. TBou OEUCTBUS: BLICTYNWUTb MPOTMB MpecriegoBatens,
nokasaTb eMmy, YTO ero AeWCTBMS OLEHMBAIOTCS HEraTMBHO, MOAAEpXKaTb XKEepTBY, KOTOPOW HYyXXHa
rcuMxornornyeckasi mMoMoLLb, COOGLLMTL B3POCHbIM O dakTe arpeCCUBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpemMeHHble CMapT(OHbI M NnaHWweTbl cogepxat B cebe BMOMHe B3POCNbl (PYHKUMOHAM, W
Tenepb OHNU MOryT KOHKYpUpOBaTb CO CTauMOHapHbIMW KoMmnbtoTepamu. OgHako, cpeacTB 3awmThl
Ans nogo6HbIX YCTPONCTB MNOoKa O4eHb Mano. TecTupoBaHMe 1 NMOUCK YSI3BMMOCTEN B HUX NMPOUCXOANT
He Tak MHTEHCUBHO, Kak ans MK, To e camoe KacaeTcs 1 MOOUNbHbLIX MPUITOXEHNIA.



CoBpemMeHHble MObBUnbHblIE Opay3epbl yXe MPaKTUYECKM OOrHanM HacTOfbHble aHanorun, oAHako
pacmpeHme yHKUMoHana BrneveT 3a cobor 60mbLUyo CAOXKHOCTb U MEHbBLUYIO 3aLLMULLEHHOCTb.

[aneko He Bce npon3BogunUTENN BbIMNYCKaKT obHoBNEHUs, 3aKpbiBawoLne KpUTNYECKNE yA3BUMOCTU
ana cBonx yCTpOVICTB.

OcHoOBHbIe cOBeTbI A5 6e3onacHOCTN MobunbHoOro TenedoHa:

Huyero He saBnsieTcs no-HacToAeMy BecnnaTtHbIM. Ey,El,b OCTOpPOXEH, BEAb KOraa Tebe npeanaratroTt
©ecnnaTtHbI KOHTEHT, B HEM MoryT ObITb CKPbITbl KakKmne-To nraTtHble YCITyTi;

Oyman, npexge 4vem otnpasute SMS, ¢oto mnm Buaeo. Tbl TOYHO 3Haewsb, rge oHu OyayT B
KOHEYHOM ntore?

HeobxoamMmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;
Mcnonb3y aHTUBMPYCHbIE MporpamMMbl AN MOBUITbHBIX TENEGOHOB;

He 3arpyxain NpunoxeHnsa oT HEM3BECTHOIO UCTOYHMKA, BeAb OHW MOTyT cogepXaTb BPegoOHOCHOe
nporpaMmHoe obecneyeHue;

[Mocne Toro kKak Tbl BblgeWb C CaWTa, rae BBOAUM NNYHYIO WMHOPMaUWio, 3angyv B HACTPOWKMK
Opaysepa u yganu cookies;

[Meproguyecku NnpoBepsn, Kakne nnaTHble yCnyru akTMBMPOBaHbl HA TBOEM HOMeEpE;

[aBai cBon Homep MOBUNbLHOro TernedoHa TOMNbKO NIAAM, KOTOPbIX Thl 3HAELLb 1 KOMY JOBEpSeLLb;
Bluetooth gomkeH GbITb BbIKMOYEH, KOrAa Thl UM He nosnb3yelbes. He 3abbiBan nHorga npoeepsTb
aT0.

Online vrpbl

CoBpeMEHHbIE OHMaWMH-UTPbl - 3TO KpacoudHble, 3axBaTbiBaloliMe pa3BrevyeHus, obbeauHsitone
COTHM TbICAY YenoBek Mo BCeMy Mupy. Urpoku mccnenyroT AaHHbIA UM Mup, obuiatoTcs apyr C
APYroM, BbIMOSHSAOT 3aaHusl, cpaXatoTCs C MOHCTpPaMKU M MONyyatoT OnbIT. 3a y40BOMbLCTBME OHU
NNaTAaAT: NOKyNakT AMCK, ONnavnBaroT aboOHEMEHT UM NPMOBpPEeTatoT Kakne-To Onuumn.

Bce aTv cpeacTtBa vayT Ha NoAdepaHue U pasBuTME WUrpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLuK, BbiMyCKalTCsl HOBble naTyy (UMdpPOoBbIe 3annaTtkv ans
nporpaMm), 3aKpbiBalOTCS YA3BUMOCTI CEPBEPOB.

B nogobHbIx nrpax CTouT onacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu TBOEro rnapornA,
Ha KOTOpPOM OCHOBaHa cuctemMa aBTopu3aunmn OonbLlUNHCTBA nurp.

OcHoBHble cOoBeTbI MO 6€30MacHOCTY TBOErO MrpoBOIro akKayHTa:

1. Ecnu gpyroii urpok BeaeT cebsi NNoxo unv cosgaeT Tebe HeNnpUATHOCTK, 3abroKMpYii ero B crincke
UrPOKOB;

2. loxanynca agMuHUCTpATOpaM Urpbl Ha Moxoe MoBedeHWe JTOro WUrpoka, XenatenbHO
NPUNOXNUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4yHyto MHOpMauuio B npodanne urpsbl;

4. YBaxkan opyrnx y4aCTHUKOB MO UMPE;

5. He yctanaBnueani HeodmumnanbHble natiyn n Mogpl;

6. Vicnonb3yi CroXHble 1 pasHble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOUT OTKMYaTb aHTMBUPYC. [1oKa Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasuThb.

PULWNHT NNK Kpaxa NNYHBIX aHHbIX

OObIYHOM Kpaxken AeHer U JOKYMEHTOB CErogHs y>Xe HUKOro He yaAUBWLLb, HO C pa3BUTUEM UHTEPHET-
TEXHOSMOMMIN 3rI0YMBbILLIIEHHUKN NEPEMECTUIUCE B UHTEPHET, 1 NPOAOIKAKT 3aHMMaTbcs "nobumbim”
Aenom.

Tak nosiBMnacb HoBasi yrpo3a: WHTEpPHET-MOLLUEHHUYeCcTBa UM OULLKHIL, rNaBHas Lenb KOTOpOro
COCTOUT B MNOMYYEHUN KOH(MAEHUManbHbIX OaHHbIX Morb3oBaTenen - JIorMHOB M naporen. Ha
aHrnunckom a3bike phishing yntaetcsa kak duwmHr (ot fishing - ppibHas noens, password - naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:



1. Cnegn 3a cBoMM akkayHTOM. Ecnn Tbl mogo3peBaellb, YTO TBOS aHKeTa Obina B3nomMaHa, To
Heobxoammo 3abnokupoBaTb ee U COoOBWUTb agMUHUCTpaTopaMm pecypca 06 3TOM Kak MOXHO
cKopee;

2. V|CI'IOJ'Ib3yI7I Be3onacHble Beb-canTbl, B TOM YUCTIE, MHTEPHET-Mara3nHoB N NMOUCKOBbLIX CUCTEM;

3. Wcnonb3yh cnoxHble W pasHble naponu. Takum obpasom, ecnu Tebsi B3nomaroT, TO
310YMbILUNIEHHMKM NOSyYaT A4OCTYN TOMbKO K O4HOMY TBOEMY NPOduUmo B CETU, @ HE KO BCEM;

4. Ecnn T1ebs B3nomanu, To HeobxoaMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble foOaBneHbl
y Tebsa B Apy3bsx, O TOM, YTO Tebs B3nomanu n, BO3MOXHO, OT TBOEro MmMeHn byaeT paccbinarbes
cnam U CCbISTIKM Ha PULLIMHIOBbIE CalnThbl;

5. YctaHoBu HagexHbin naposib (PIN) Ha MOBUNbHBIM TenedoH;
6. OTkNoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannbl n gpyrme BriOXKEHUS B NUCbMax, AaXke ecrv OHW MPULLAN OT TBOUX ApYy3en.
Jlyyiie yTOYHM Y HUX, OTNPaBASAN N OHW Tebe 3TK dannbl.

Lindpposasg penyTtaums

LincdpoBaa penytaumsa - 37O HeratuBHasi WM MNO3UTMBHAA WHGopmauuss B ceTn o Tebe.
Komnpometupytowass mHpopmaums, pasmelleHHass B MHTepHeTe, MOXeT cepbe3HbiM obpasom
OTpasnTbCA Ha TBOeW pearnbHOW XuU3HW. "LindppoBas penytauua” - 310 TBOM MMUOX, KOTOPbIA
dopmMmupyeTcs n3 nHgopmauum o Tede B MHTEpPHETE.

TBOE MECTO XUTenbCcTBa, y4ebbl, TBOe UHAHCOBOE TMONOXEHNe, OCOBEHHOCTVM XapakTepa U
pacckasbl 0 BM3KUX - BCe 3TO HaKannMBaeTcs B CETU.

MHorne NoapoCTKN NErkoMbICIIEHHO OTHOCATCS K nybnukauum nuyHon nHdopmauun B VIHTEpHeTe,
He NMOHMMasi BO3MOXHbIX NOCNEeACTBUI. Thl AaXe HEe CMOXeLUb JoragaTtbCa O TOM, YTO dpoTorpadums,
pasmelleHHas 5 neT Hasaa, ctana NpuMYMHOM OTKasa NpUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBOuX dpoTtorpadoun n apyrne OerCTBUS MOTYT He WUCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuiwb. Tbl HE 3HaeLlb, KTO COXpaHun aTy nHopMaumio, nonana fv oHa B
MOUCKOBbIE CUCTEMbI U COXpaHUIach N OHa, a rMaBHOE: YTO NOoAyMaloT O Tebe OKpyXaroLme nau,
KOTOpble HavayT U YyBUAAT 3TO. Hantm uHopmaumnio MHOro et Cnycts CMOXeT fnobon - Kak 13
Ao6pbIX NOBY>XAEHUI, TaK U C HAMEPEHNEM NPUYMHUTL Bpea. OTO MOXET ObiTb KTO YrogHO.

OcHOBHbIE COBEThLI MO 3alUuTe LmdppoBon penyTaunn:

1. Moagyman, npexage 4Yem 4TO-TO nNybnmkoBaTb M nepegasatb y cebs B 6rnore unu B coumanbHOM
cetu;

2. B HacTporkax npoduna yCTaHOBM OrpaHMYEHUs Ha MNPOCMOTP TBOero npodunsa m ero
coOepXXuUMoro, caernamn ero Tonbko "ans apysen”;

3. He pasmeluan 1 He ykasbiBan MHGOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnaTe unm obmxarb.
ABTOpPCKOE NpaBo

CoBpeMeHHbIe LUKOMbHUKM - akTUBHbIE NONb30BaTeNy LMGPOBOro npoctpaHcTea. OgHako ganeko He
BCE 3HAMT, YTO MOMb30BaHME MHOIMMU BO3MOXHOCTAMU LMPOBOro mupa TpebyeT cobniogeHus
NpaB Ha UHTENNEeKTyanbHyt COOCTBEHHOCTb.

TepMUH "MHTennekTyanbHas COOBCTBEHHOCTb" OTHOCUTCA K PasfMyHbIM TBOPEHUSIM YErOoBEYECKOro
yMa, HauuHasi C HOBbIX M300peTeHuin K 3HakoB, 0O03HaYarLWMX COOCTBEHHOCTb Ha MPOAYKTbI U
ycryru, M 3aKaHuvMBasi kHuramu, dgotorpadusiMn,  KMHOUNbMamMu U My3blKanbHbIMU
npon3BeaeHns MU,

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHyl0 COOCTBEHHOCTb Ha MPOU3BEAEHUSI HayKW,
nuTepatypbl U UCKyccTBa. ABTOPCKME TnMpaBa BbICTYNalT B KadecTBe rapaHTum TOro, 4To
WHTENNeKTyanbHbIN/TBOPYECKUA TpyA asTopa He OyaeT HanpacHblM, AacT emy CcrnpaBefnvBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbratax CBOEro Tpyda, MonyYnTtb W3BECTHOCTb U MPU3HAHME.
Hukto 6e3 paspelueHuss aBTopa HEe MOXET BOCMPOU3BOAUTb €ro Npou3BedeHue, pPacrnpoCTPaHAT,
nyGnn4yHO EMOHCTpMpPOBaTh, NpoAaBaTb, UMNOPTMPOBATL, MyckaTb B Npokat, NyOrnMyYHO MCMOMHATD,
NoKasblBaTb/MCMNONHATL B 3¢hupe nnu pasmewlartb B IHTEpHeTE.

Mcnonb3oBaHue "nupatckoro” nporpamMmMHOro obecnedeHns MoXeT NpPUBECTM K MHOTMM pUCKam: OT
NoTepuM [QaHHbIX K TBOMM akkayHTam [0 OnokupoBKM TBOEro YCTPOWCTBA, A€ YCTaHOBEHa



HeneranbHaa nporpamMmma. He ctouTt Takke 3abbiBaTb, YTO CyLLeCTBYHIOT JieraribHble U ©ecnnartHble
nporpamMmmsbl, KOTOpblE€ MOXHO HanTU B CETW.

O noptane

CeTeBMYOK.pd - TBOW rMaBHbIA COBETYMUK B CETU. 34eCb Tbl MOXeLUb y3HaTb 0 6e30MacHOCTU B CETU
MOHATHBLIM W OOCTYMHbIM SA3bIKOM, @ MPU BO3HWKHOBEHUM KPUTUYECKOM CUTyaumm obpaTtuTbcsa 3a
CcoBETOM. A Takke NPUHATb y4acTue B KOHKYpcax U cTaTb cambiM LMAPOBLIM rpaxkgaHnHoMm!



